ROGER WILLIAMS UNIVERSITY

Scope

This policy applies to all users of the University technology resources including but not limited
to faculty, staff, students, guests, alumni, and third party users of Roger Williams University
information technology resources, irrespective of whether those resources are accessed from
on-campus or off-campus locations.

This AUP ensures the use of the University’s resources supports its educational, research, public
service, and administrative missions in the best possible way. Effective support of the
University’s mission requires complying with relevant legal, contractual, professional, and policy
obligations whenever information technology resources are used. Effective support also means
that individuals do not interfere with the appropriate uses of information technology resources
by others.

This policy broadly covers all of the University’s information technology resources — hardware,
software, and content; this includes but is not limited to electronic networks, systems,






Circumvention of Security Controls

Users must not run, operate, or otherwise configure software or hardware to intentionally spy
or allow access by unauthorized users. Users are prohibited from attempting to circumvent or
subvert any IT systems, personal privacy space or physical security measures.

For University-owned assets, the removal or disabling of endpoint device management
software without prior approval of RWU-IT is considered a breach of this policy.

Software Installation

Information Technology installs software and updates to RWU-owned devices. Removing or
disabling of any RWU installed software without prior approval of IT is considered a breach of
this policy.

Users who choose to operate and manage software not licensed by the University are
responsib



APPROVED BY:

Roger Williams University Security Advisory Group, 8/19/2021
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